Increasing penetration of electric vehicles (EVs) gives rise to the challenges in the secure operation of power systems. The EV charging loads should be distributed among charging stations in a fair and incentive-compatible manner while ensuring that power transmission and transformation facilities are not overloaded. This paper first proposes a charging right (or charging power ration) trading mechanism and model based on blockchain. Considering all kinds of random factors of charging station loads, we use Monte Carlo modeling to determine the charging demand of charging stations in the future. Based on the charging demand of charging stations, a charging station needs to submit the charging demand for a future period. The blockchain first distributes initial charging right in a just manner and ensures the security of facilities. Given that the charging urgency and elasticity differences vary by charging stations, all charging stations then proceed with double auction and peer-to-peer (P2P) transaction of charging right. Bids and offers are cleared via double auctions if bids are higher than offers. The remaining bids and offers are cleared via the P2P market. Then, this paper designs the charging right allocation and trading platform and smart contract based on the Ethernet blockchain to ensure the safety of the distribution network (DN) and the transparency and efficiency of charging right trading. Simulation results based on the Ethereum private blockchain show the fairness and efficiency of the proposed mechanism and the effectiveness of the method and the mechanism.
Introduction
The depletion of fossil fuels has made it necessary to develop alternative modes of transportation with EVs being the most preferred option [1] . With the support of the national new energy policy [2] , EVs are inevitable in quantity growth [3] . The major obstacle is the deteriorating impact on the utility distribution system brought about by improper setup of these charging stations [4] . The charging of EVs will bring new challenges to the safety and stability of the power system [1] . In particular, it will lead to large-scale growth of grid load and further increase the peak-to-valley difference of DN load [5] , resulting in transformer overload [1] . It is important to design a charging coordination mechanism for EVs, which maximizes the benefits of charging stations, avoiding overload of transmission and distribution equipment.
There is much research on the orderly charging control (OCC) of EVs. All EVs are regarded as independent energy consumers, and their charging is controlled by the unified EV control center [6] . The OCC can reduce the peak-valley difference and improve voltage quality [10] . However, since the EV charging load fluctuates greatly and is related to the temperature and weather factors of the day, this makes the OCC difficult [11] . Therefore, it is necessary to study the load prediction method of the charging station, which provides support for OCC. The research mainly studies the load characteristics of EV charging stations from both time and space. In terms of time, according to the operating mechanism and charging power characteristics of the bus, a mathematical model of the capacity requirement of the electric bus charging station is established [12] . From the spatial point of view, this method selects similar days and performs short-term load forecasting on bus charging stations [13] . Therefore, it is important and meaningful for establishing the actual load model of the charging station.
In this study, the charging station with a large number of charging piles is taken as a unit, and the model of charging station load is established by the Monte Carlo method. On this basis, the concept of charging right is introduced. Charging right is a kind of digital asset. It represents the charging power quota of a charging station in a certain period. This research proposes a mechanism and model for optimizing the allocation of charging right among charging stations. Specifically, this paper divides the optimal allocation into two stages: initial planning allocation and market transaction.
In the first stage, according to the capacity margin of the transformer and the charging demand submitted by each charging station, the charging right is initially allocated to ensure that the total charging power does not exceed the limit. In the second stage, the charging right is traded among charging stations. According to the strong degree of charging intention and the flexibility of the charging load, each charging station decides the quotation, thereby realizing the market-oriented distribution of the charging right. The differences in charging intentions should be taken into account. To the efficiency of charging right trading, this paper introduces two trading mechanisms, double auction and P2P, into charging right trading market. When the buyer's price is higher than the seller's, the buyer and seller match the transaction in the double auction market; when the buyer's price is lower than the seller's, the buyer and sellers are listed on the P2P trading market.
Traditional trading market and rules are difficult to realize the safe and credible transaction of charging right. There are trust issues among charging stations because of the competitive relationship of charging right, and decentralized management and operation mechanism are necessary [14] . Solutions are proposed for the privacy problem [15] [16] [17] . A social-based privacy-preserving packet forwarding protocol, called SPRING, is proposed [15] . A new authentication protocol for VANETs in a decentralized group model by using a new group signature scheme is proposed [16] . An anonymous authentication scheme to avoid malicious EVs entering into the VANET is proposed [17] . Blockchain technology can solve the above problems by decentralization and de-trust. It is the ideal choice for implementing safety and transparency of transaction [18] . At present, the research of blockchain in the field of power energy is still in its infancy [19] . It is feasible to combine the operation of intelligent distributed energy systems on the blockchain [20] . The trading mechanism of distributed energy based on multiple signatures and blockchain is credible [19] . The sharing economy model of charging piles based on blockchain is the development trend of charging stations [21, 22] . However, the above research is not yet combined blockchains with charging right trading.
For the OCC of EVs, this paper focuses on the allocation and trading of charging right. The second-generation blockchain technology, Ethereum and smart contract technology, is introduced into charging righttrading. In order to avoid the overload of power transmission and transformation equipment, a multilateral transaction of charging right technology is constructed, which realizes the distribution, de-trust transaction of charging stations, and maximizes the benefit. Based on the probability modeling of various random factors, the load model of charging station is obtained by the Monte Carlo method. We design a smart contract to execute the multilateral transaction of charging right on the private blockchain of Ethereum. Blockchain technology can realize the semi-decentralized power trading of EVs and charging stations, ensuring that power transactions do not have a single point of failure, and can also protect user privacy and achieve reliable payment of charging costs. EV charging price is more stable than before, and smart contracts reduce the price of disorderly charging to get the best return. Communication overhead can save at least 63.45%. The simulation results verify the validity of the mechanism and the blockchain trading platform.
Probability Model of Random Factor for Charging Station Load Modeling
EV is the main component of electric load [23] . The characteristic analysis of load is the basis of DN construction and capacity allocation of the charging station. It is important to support charging facilities planning of charging station [24] . In order to consider the time-varying charging station load, the number of charging EVs at a particular time is the key to load modeling. Also, the model is mainly related to the number of EVs entering the station, the time when the EVs enter the station, the charging time and other factors.
Probability Model of Vehicle Inbound Quantity
The charging process of the EVs in the charging station is random. The charging equipment and the charging EVs constitute a random service system. For the system, inputs that meet the following three conditions are called the simplest flow.
(1) Stationarity: In a particular time [a, a + t], the probability of reaching K customers has nothing to do with the starting time of the interval a, but is only related to the interval time t and the number of arriving customers K. The probability is U k (t). For the simplest flow, the probability U k (t) of arriving at k customers in a time interval of L obeys the Poisson distribution.
In the formula, L is greater than 0 and L is a constant. The charging behavior meets the three conditions. Therefore, the behavior of the EVs arriving at the charging station can be described by a Poisson distribution.
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N is the number of EVs arriving at the charging station within the time interval [t, t + ∆t] , then n ∼ P(λ) . P{N = k} is the probability of K EVs arriving at the station; t is the time interval.
Probability Model of Vehicle Arriving Time
The time of the first EV is τ i (i = 1, 2 · ··), τ 0 = 0 , and ξ i = τ i − τ i−1 , i = 1, 2 · ··, the time interval of the second EV is a random variable of mutual independence and has the same distribution if ξ i (i = 1, 2 · ··). The arrival time intervals of successive vehicles follow an exponential distribution; the arrival time intervals of successive vehicles follow an exponential distribution.
In the formula, λ is an exponential distribution parameter of the vehicle arrival interval, and the number of vehicles at the same time obeys the Poisson distribution parameter. After knowing the distribution of arrival time intervals of successive vehicles, the arrival time can be calculated by Formula (4) .
Due to peak-valley differences, a charging station in a central area of Shanghai was selected to determine the statistics of vehicle arrivals for 100 days. Probability model parameters for the number of arrivals and arrival time are shown in Table 1 . 
Probability Model of Vehicle Charging Time
The charging time is determined by the state of charge (SOC) of the power battery [24] . SOC is related to many random factors such as vehicle load, driving distance, road condition and driving operation [25] . Because of the difference of the SOC, the charging time for the same charging facilities is different. If the inconsistency of charging facilities is considered, the charging time will be affected by more random factors [26] . It is described by probability and statistics [27] . The charging time approximately obeys the normal distribution of N(µ c , σ 2 ).
In the formula, T c is the random variable of charging time, µ c is the average of charging time, and µ c is equal to 17.5, σ is the standard deviation of charging time, σ is equal to 6.57.
Charging Station Load Modeling Process Based on the Monte Carlo Method
The assumption of charging station load modeling is as follows:
1.
The type of charger in the station is the same;
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2.
The influence of the type of EVs and the type of power battery on the charging power is not considered [28] ; 3.
The EV charges when it comes to the station and the EV leaves the charging station when it reaches full charge.
The simulation step is 10 min, which is divided into eight periods. Taking the period 18:00-19:59 as an example, the calculation results are shown in Table 2 . 
(t 2,1 , t 2,12 ) represents 12-time-points in Table 3 in increments of simulation steps. (n 2,1 , n 2,12 ) is the number of charging EVs at the charging station corresponding to time-point (t 2,1 , t 2,12 ) . l 2 = (n * 2,1 , t * 2,1 ), (n * 2,2 , t * 2,2 ) · · · (n * 2,12 , t * 2,12 ) (7) Table 3 . Transactions in the P2P period.
Limited Price Transaction
1. Buyer/Seller's designated transaction price and quantity of charging rights, 2. If there is a seller/buyer offer no less than that price, the transaction will be concluded, and the transaction price is the average value of the two parties' quotations.
Market Price Transaction
Buyer/Seller does not set a price but specifies a quantity to conclude the transaction at the best seller/buyer price in the current market
Cancel the order
Abandoning the right to sell/purchase charges and clearing the quotation information (t * 2,1 , t * 2,12 ) denotes the 12-time-points in Table 4 that increase with the simulation step size; (n * 2,1 , n * 2,12 ) is the corresponding time point (t * 2,1 , t * 2,12 ) the number of charging EVs at the charging station. Similarly, the number of charging vehicles at different permeabilities in other periods can be obtained. The Monte Carlo method is used to obtain the relationship between the number of charging EVs and the time. Combined with the single charger load model P = P n (U/U N ) −0.241 , the charging station load model is described as follows. The daily load curve of the charging station is shown in Figure 1 . l = [l 1 , l 2 , l 3 , l 4 , l 5 , l 6 , l 7 , l 8 ] 
Among them, 1~8 is the time interval matrix defined by Monte Carlo simulation results. Considering the time-varying load of the charging station, the load model of charging station is as follows.
The load model takes into account the time-varying load. It is of significance to study the impact of charging station load and its random fluctuation on the DN.
Charging Right Trading Mechanism and Model of Charging Station
To solve the problem of EVs' OCC caused by the surge in the number of EV, the decentralized autonomous charging control strategy of charging stations be studied [29] . The charging station as an intermediary for EVs and DN controls a small amount of EV and collects the EV charging demand [30] . According to the real-time operation status of DN, it can realize the efficient and economical charging control of sub-stations. Normally, transformers serving many charging stations are connected with both conventional and EV charging loads, which fluctuate greatly due to the uncertainty of arrival time and arrival status. Flexible mechanisms are designed to avoid the overload of transmission and transformation equipment [31] .
In order to optimize the charging right distribution of the charging station, this paper designs the process of charging right allocation in the planning-market. In the market allocation, double auction and P2P charging right trading modes are introduced, as follows.
In the first stage, each charging station submits the charging power demand for the future period according to the EV status in the station. If the total charging demand does not cause transformer overload, all the requirements can be met. If the total charging demand power causes transformer overload, according to the proportion of the submitted power demand in the total charging power demand, the transformer capacity margin is allocated to each charging station. Although the method is fair, it does not take into account the urgency of the charging requirements, and it is impossible to allocate a limited charging right to the user who needs the most charging. Therefore, in the second stage, the charging right transaction among charging stations must be carried out. Charging stations with strong willingness and rigid demand can purchase charging rightto meet the demand. Some with weak willingness and elastic demand can sell a part of charging rightto gain revenue, thus realizing Pareto improvement.
Double auction and P2P trading market mechanism are introduced into the second stage of the charging right trading market. The charging station can independently quote the charging right [32] . When the buyer's quotation is higher than the seller's, the transaction price is the average value of the two parties' quotation. After the transaction in the double auction market, the remaining buyer's quotation is lower than the seller's quotation. These unknown quotations are listed in the P2P market. When the P2P market starts, the buyer's quotation is lower than the seller's quotation, so there is no transaction. In the market, participants need to modify their Among them, l 1 ∼ l 8 is the time interval matrix defined by Monte Carlo simulation results. Considering the time-varying load of the charging station, the load model of charging station is as follows.
Double auction and P2P trading market mechanism are introduced into the second stage of the charging right trading market. The charging station can independently quote the charging right [32] . When the buyer's quotation is higher than the seller's, the transaction price is the average value of the two parties' quotation. After the transaction in the double auction market, the remaining buyer's Energies 2019, 12, 3922 7 of 22 quotation is lower than the seller's quotation. These unknown quotations are listed in the P2P market. When the P2P market starts, the buyer's quotation is lower than the seller's quotation, so there is no transaction. In the market, participants need to modify their quotation or other quotation before they trade successfully. Of course, they can abandon the transaction and clear bidding information. The above mechanism ensures that the charging right are fairly and economically allocated to each charging station. Two mechanisms of charging right trading are shown in Figure 2 . The following two periods are taken as examples to show the trading process of charging right, as shown in Figure 3 . The following two periods are taken as examples to show the trading process of charging right, as shown in Figure 3 . The following two periods are taken as examples to show the trading process of charging right, as shown in Figure 3 . As a tradable digital asset, a charging right can carry out transactions for price and quantity in the double auction market and P2P market. At the same time, the blockchain completes information interaction and value transfer. Because it is impossible to obtain accurate charging demand for long-term charging stations [8] , this paper divides a day into 48 periods, allocating and trading charging right in the next period.
(1) From 18:00-18: 05, all charging stations submit charging requirements at 18:30-19:00 to the blockchain according to actual needs. (2) The grid company submits the request through the smart contract at 18:05. According to the historical data of the conventional load and the rated capacity of the equipment, the miners in the blockchain determine the total equipment load margin at 18:30-19:00 and record the total equipment load margin on the blockchain. (3) The blockchain calculates the charge demand satisfaction ratio β i within 18:05-18:07 according to the equipment load margin issued by the grid company and the total charge demand power. The calculation formula is as follows:
In the formula, P M is the load margin of equipment in the next period issued by the grid company; Ω E is the collection of charging stations; P Ni is the rated power of the first charging station; P j is the required power of the j-charging station.
In the blockchain, miners allocate charging rights and determine initial charging right according to the charging demand satisfaction rate [33] . When the total charging demand power does not exceed the load margin of power grid equipment, the charging demand satisfaction rate β i is 1, and the charging power obtained by the charging station is the same as the declaration. When the total charging demand power is higher than the load margin, according to the ratio of the rated capacity to the total rated capacity, each charging station allocates the margin of the grid equipment and obtains the amount of charging right. The calculation formulas are as follows. P A i,E represents the initial charging righs allocated by the i-charging station according to the charging demand satisfaction rate.
The allocation method can suppress the impulse of the demand for charging [33, 34] . When a charging station overstates the demand for charging, if the total demand is not exceeding the limit, the charging station will pay the assessment fee of deviated power because of the difference between the actual charging load and the declaration. If the total demand exceeds the limit, no matter how much the declared demand of charging stations is, the final rated power will be according to their respective rated power. Charging right are allocated in proportion to the total rated power. Charging stations with high rated power usually have to pay higher capacity charges to grid companies [33] , so it is reasonable to obtain a larger share of charging right.
(4) When the total charging demand is greater than the equipment load margin, all charging stations are allocated charging rights according to the rules in (3) . According to the elasticity of their charging loads, the quantity and price of charging rights that they wish to purchase/sell to other charging stations can be submitted from 18:07-18:10. The blockchain automatically allocates all charging right. Bidding information is arranged according to price: Seller's quotation is arranged from low to high, buyer's quotation is arranged from high to low, and the same price is arranged according to the order of quotation time. (5) After the bidding stage of the double auction, the blockchain clears the bidding queue at 18:10-18:15 according to the double auction rules: the highest price is the optimal bidding price, and the lowest price is the optimal selling price. When the optimal buying price is no less than the optimal selling price, the match is successful [34, 35] . Then, the transaction price is the average arithmetic value of the bids offered by both sides, and the transaction volume is the smaller value of the declared transaction quantity [36] . After the transaction, the transaction volume is deducted from the bids of both sides and the bidding information be cleared. The above process continues to iterate until the bidding queue of one buyer and seller is all closed and cleared, or when the optimal selling price is greater than the optimal buying price. When the double matching is successful, all charging rights trading entities will settle transactions on the blockchain, and update the number of charging rights from 18:30-19:00 according to the trading results. (6) If there are still unsuccessful matching bids after the double auction, the charging station can carry out P2P transactions from 18:15-18:25. The charging station can adopt the following three trading actions, as shown in Table 3 .
If the buyer and the seller do not change the quotation in 18:05-18:07 and there is no new charging station quotation (no one adjusts the quotation). Meanwhile, if the buyer's quotation is lower than the seller's, there is no turnover in the P2P market. If there is a charging station to adjust the quotation (for example, a charging station updates its charging requirement from 18:30-19:00. A transaction may be concluded if the amount of charge required is reduced or the charging elasticity is increased, thereby reducing/increasing the selling/purchasing quotation of the charging right). If the buyer and seller abandon the P2P transaction and no longer buy/sell charging rights, they can withdraw the order and clear quotation information. When the matching of P2P transactions is successful, all charging rights trading entities can settle transactions and update the number of charging rights from 18:30-19:00. It installs smart meters with runnable blockchain nodes to measure the power. Data interaction is generated through a built-in communication module and smart contract. The miner packs the data into the blockchain [33] . Smart meters complete the process independently without grid companies. To maintain security and stability of the DN, when the actual charging power is greater than the charge right, charging stations will be financial penalties.
The above-mentioned blockchain-based charging right trading mechanism is suitable for decentralized charging control. Considering the maximum load capacity of transformers and charging demand, the objective function is to maximize charging revenue of charging stations in each period.
In the formula, Ω E is the collection of charging stations; P i,E is the final charging right of the i-charging station in a certain period, P i,E is greater than 0; U i (·) is the revenue function of the i charging station; C i (·) is the cost function of the i-charging station.
The constraints of the clearing model are shown in Formula (13)-(15):
(1) Constriction on charging rights of the charging station. At each period, the final charging right is the sum of the initial charging right and the charging right purchased/sold through the double auction and P2P transaction:
In the formula, Ω i S is a collection of charging stations that carry out charging right trading with the icharging station; P i,j is the trading volume of charging right between the i-charging station and the j-charging station; P i,j > 0 represents the buying right of charging for the i-charging station; P i,j < 0 represents the selling right of charging for the i-charging station.
(2) Transformer capacity constraints. Assuming that the charging station, in the area of Ω E , is under the transformer with the maximum load capacity of P M , the sum of the total charge right and the conventional load of all charging stations in a period is not larger than the maximum load capacity of the transformer.
L 0,i represents the conventional loads in this period.
(3) Quantity constraints on charging rights transactions. The number of charging rights traded among charging stations should be less than the total charging rights owned by the seller at this time:
This paper does not run the above optimization model on blockchains (because blockchains are not friendly to the solution of optimization problems) but runs the double auction algorithm and P2P algorithm on blockchains. The results of the double auction and P2P transaction reflect the objective function and constraint conditions of the above optimization model.
Multilateral Trading Method of Charging Rights Based on Ethereum Smart Contract

Blockchain Technology and Ethereum Smart Contract
According to the time sequence, blockchain is a data structure that combines data blocks in a chain. Based on the cryptography method, it guarantees that the decentralized shared general ledger cannot be falsified and unforgeable, and can safely store simple, sequential and verifiable data [37] . The blockchain solves the problems of high cost, low efficiency, and insecure data storage that are common in centralized organizations.
Ethereum is a new programmable development platform based on blockchain technology [38] . Developers can execute complex code through the built-in virtual machine, making it easy to publish and trade digital assets, build and run decentralized applications. In Ethernet, smart contracts are computer programs deployed on Ethereum that can automatically execute [39] . They can process information, receive, store and transfer digital assets. Each user can act as a "miner" to collect all the transaction and transmission information, and solve a mathematical problem based on the Ethash algorithm [40] . The "miner" who solves the fastest will obtain the final accounting right. They are responsible for packaging, disseminating all the data they record, and obtaining economic incentives [18] . Through this mechanism, Ethereum allows all miners to record and maintain system data together.
Ethereum can trade digital assets and realize value transfer, which provides a solution for building a multilateral trading platform for charging rights [36] . Through the platform, all charging stations and grid companies can access Ethereum private-chain and transfer and settle the charging rights digital assets. At the same time, the smart contract can realize trusted transaction without a third party, which provides security for the transfer of charging rights among charging stations.
At present, the computing power and response speed of blockchains are limited [38] , and a large number of transactions can easily cause congestion. It is important to increase the speed of calculation and the immediate completion of transactions. Firstly, blockchain developers are exploring strategies such as increasing block sizes, developing technologies include sharding, sidechains and payment channels. Secondly, in the current period, the mechanism is to allocate and trade the charging rights in the next period, for example, pre-allocating 18:30-19:00 charging rights transactions and demand in 18:00-18:30. Thirdly, the transaction mechanism only involves a small number of nodes, which can be deployed in the Ethereum private-chain with adjustable mining difficulty instead of in the crowded public chain. The latter can effectively improve the transaction speed of the blockchain.
Multilateral Transaction Smart Contract for Charging Rights
The multilateral trading process of charging rights in a trading cycle is divided into four stages, including charging demand submission, charging rights double auction, charging rights P2P trading, delivery and settlement. The charging demand submission stage includes the standard-setting function, charging demand submission function and charging right allocation function; the double auction stage includes the biding function and matching function; P2P transaction stage includes the price limit transaction function, market price transaction function and withdrawal function; the delivery and settlement stage includes the payment function and margin refund function. The multilateral trading flow of charging rights is shown in Figure 4 . 
Charging Demand Submission
• Set Standard Members of the blockchain (including grid companies, charging stations) are invoked before the start of the new trading cycle. The function set/modify the market standard electricity price, the Ethereum and the trading platform to pay the currency Token exchange rate. On the one hand, market electricity price provides real-time electricity price information for charging demand submitted; on the other hand, and it provides a price reference for charging right transaction pricing. Therefore, the specific value is based on local time-of-use price. Because the price of Ether currency fluctuates greatly, this paper chooses ERC20 Token as the payment currency, and revises Ether currency according to the exchange rate of Ether currency and CNY (the exchange rate of Ether currency and CNY is about 1eth = 1349 yuan on May 15, 2019) at the beginning of each trading cycle by the grid 
•
Set Standard
Members of the blockchain (including grid companies, charging stations) are invoked before the start of the new trading cycle. The function set/modify the market standard electricity price, the Ethereum and the trading platform to pay the currency Token exchange rate. On the one hand, market electricity price provides real-time electricity price information for charging demand submitted; on the other hand, and it provides a price reference for charging right transaction pricing. Therefore, the specific value is based on local time-of-use price. Because the price of Ether currency fluctuates greatly, this paper chooses ERC20 Token as the payment currency, and revises Ether currency according to the exchange rate of Ether currency and CNY (the exchange rate of Ether currency and CNY is about 1eth = 1349 yuan on 15 May 2019) at the beginning of each trading cycle by the grid company. With Token's exchange rate, the exchange rate can be modified to achieve 1 yuan = 100 token, which can stabilize the price fluctuation of Ether currency.
All members (including grid companies, charging stations and miners) of the blockchain can call functions to publish information such as standard price and exchange rate, and miners package information to create new blocks. In order to ensure correct electricity price and real-time exchange rate recorded on the blockchain, they independently verify information such as electricity price and exchange rate, add the block containing the correct information to local nodes, and refuse to add the block containing malicious information. In this way, the grid company or a charging station can avoid a malicious declaration of electricity price and real-time exchange rate, which reflects the idea of transparent blockchain and multi-check. Besides, the caller of the function in the Ethereum smart contract is the grid company or the user of the charging station, but the executor of the function is all "miners". That is to say, the caller pays an amount of gas (in the Ethereum, smart contract callers pay miners to perform function operations and package trades) to call the functions in the smart contract, and the "miners" receive the call request and merge. The miner who can solve the math problem fastest can publish the trading information to the blockchain and get a particular reward, to encourage all the miners to record and maintain the data of the charging right trading platform. The following functions are called and executed in the same way.
•
Charge Plan
Before the completion of charging demand submission, the user of the charging station calls the function to submit the charging demand within the delivery period to the smart contract, and then the user should pay the deposit to the address of the smart contract. The miner confirms the charging demand information and the transfer result, then packages the charging demand power and deposit information into the blockchain if there is no mistake. The deposit formula is as follows:
D i is the margin calculated by the blockchain, π t is the standard transaction price set by the grid company at the beginning of the trading period (which should be determined according to the time-sharing price), P i is the charging demand submitted by the charging station during the delivery period, and ∆t is the delivery period. In this study, the whole day is divided into 48 periods. The length should be 30 min.
The deposits submitted are mainly used for the following purposes:
1. Payment and settlement of charging rights in the double auction and P2P trading market.
2.
At the end of the trading period, deposits is used to pay the charging cost of delivery time to the grid company.
3.
During the delivery period, deposits can guarantee the charging power limit. If the charging power of the charging station is higher than the charging right obtained, the deposit will be deducted.
In the Ethereum, time control can be determined by Unix timestamp [41] . It is defined as the total number of seconds since 00:00:00 on 1 January 1970. Ethereum blocks need to contain current Energies 2019, 12, 3922 13 of 22 timestamp information, and miners determine the timeliness of user-initiated operations. Therefore, the timestamp is used to determine the timeliness of the user's operation in the smart contract, and the miner does not package the function of call information that does not belong to the current period into the block. The same is true for the following functions.
•
Set Limit
After the submission of the charging demand, the grid company calls the function and issues the request for calculating the load margin of the device to the blockchain. According to the historical data of the conventional load recorded on the blockchain and the rated capacity of the equipment, the miners perform the logical operation of the smart contract function to determine the load margin of the equipment during the period of power delivery, then record the data. In this process, grid companies cannot modify conventional load, rated capacity of equipment and other data, nor can they modify the logic code in smart contracts. The blockchain mechanism ensures the credibility of the overall device load margin [42] .
Modify Plan
The grid company calls the function and pays a certain gas price to issue charging rights allocation requests to the Ethereum. According to the total charging demand and equipment load margin, miners perform smart contract calculation. They calculate the average load rate and allocate charging rights according to formula (10)- (11) . Finally, they pack the blockchains and update the charging rights during the delivery period. If the total charge demand is no larger than the equipment load margin, then the charge demand satisfaction rate is 1. In other words, the charging right is the same as the declared demand and directly enters the delivery and settlement stage. If the total charge demand is large than the equipment load margin, then the charge demand satisfaction rate is less than 1; the charging right is less than the declaration. For the demand, charging stations can enter the double auction stage and trade independently.
Double auction stage
• Bidding Function of Charging Right Purchase/Sale (Bid/Ask) Before the bidding stage of the double auction is over, the charging station calls the Bid/Ask function of the smart contract according to its needs and submits the charging right purchase/sale quotation to the blockchain. Miners judge the timeliness of bidding. If the bidding is not closed, the bidding information is added to the purchase/sale bidding queue, and the bidding queue is sorted according to the price from large to small/from small to large. Finally, they package all the information into the blockchain.
•
Double auction matching function
After bidding for double auction, the grid company pays for calling this function, and the miners carry out double auction matching for the charging stations that have submitted the purchase/sale intention and update the charging rights during the delivery period. The flow chart of function arithmetic is shown in Figure 5 .
Through the logic operations set by the smart contract, miners perform the following functions: match the purchase/sale offer queue with the double auction mechanism; settle the transfer to the charging station that was successfully matched (the settlement price is the average price quoted); updating the charging right of the delivery period for the charging station that successfully trades.Double matching stops until one of the buyers and sellers' quotation queues is cleared or the optimal offer price is greater than the optimal bid price. purchase/sale bidding queue, and the bidding queue is sorted according to the price from large to small/from small to large. Finally, they package all the information into the blockchain.
• Double auction matching function After bidding for double auction, the grid company pays for calling this function, and the miners carry out double auction matching for the charging stations that have submitted the purchase/sale intention and update the charging rights during the delivery period. The flow chart of function arithmetic is shown in Figure 5 . Through the logic operations set by the smart contract, miners perform the following functions: match the purchase/sale offer queue with the double auction mechanism; settle the transfer to the charging station that was successfully matched (the settlement price is the average price quoted); updating the charging right of the delivery period for the charging station that successfully trades.Double matching stops until one of the buyers and sellers' quotation queues is cleared or the optimal offer price is greater than the optimal bid price.
3.
P2P Trading Phase After matching in the double auction stage, the highest price of the buyer is lower than the lowest price of the seller. If the charging station is strongly willing to buy and sell the charging right, the best quotation can be offered according to the current market (the seller's lowest quotation and the buyer's highest quotation). A charging station can choose to adjust the quotation and issue a price limit order to the blockchain or trade at the optimal market price [38] . If the willingness is not strong, charging station can abandon the transaction and withdraw the bill. Miners judge the timeliness of trading behavior, such as the P2P transaction not being closed. Then, the charge station matches the transaction or clears the quotation information. Finally, the trading results are packaged into blockchain records. The process is shown in Figure 6 . 1: Asks is ranked from small to large according to Ai, supplyi is the corresponding tender quantity, n is the total number of the seller queue, the price is Ai, and the seller's quotation queue is ranked as Asks. 2: Asks = {( A1, supply1), ,( An, supplyn)} 3: Buyer's Bids are ranked by price Bi from large to small. Demandi is the corresponding bidding quantity, m is the total number of the seller queue. 4: Bids = {( B1, demand1) , ,( Bm, demandm)} 5: while Asks! = {} & Bids! = {} & B1 A1 do 6:
Transaction price: P = (A1+B1) / 2 7:
Number of transactions: M = min (supply1, demand1) 8:
Transaction transfer: P*M 9:
Renewal of Charging Right Allocation Quantity: Seller Reduces M, Buyer Increases M 10:
Update of Seller's Bidding Quantity:( A1, supply1) ( A1, supply1 -M ) 11:
Buyer's tender quantity renewal:( B1, demand1) (B1, demand1 -M ) 12: if demand1 == 0 then 13:
for ( Bi, demandi) Bids do 14:
( Bi, demandi) (Bi+1, demandi+1 ) 15: end for 16: else 17: for ( Ai, supplyi) Asks do 18:
( Ai, supplyi) (Ai+1, supplyi+1 ) 19:
end for 20: end if 21: end while 
P2P Trading Phase
After matching in the double auction stage, the highest price of the buyer is lower than the lowest price of the seller. If the charging station is strongly willing to buy and sell the charging right, the best quotation can be offered according to the current market (the seller's lowest quotation and the buyer's highest quotation). A charging station can choose to adjust the quotation and issue a price limit order to the blockchain or trade at the optimal market price [38] . If the willingness is not strong, charging station can abandon the transaction and withdraw the bill. Miners judge the timeliness of trading behavior, such as the P2P transaction not being closed. Then, the charge station matches the transaction or clears the quotation information. Finally, the trading results are packaged into blockchain records. The process is shown in Figure 6 .
•
Reveal Price
From the end of the matching to the end of the P2P transaction stage, the uncleared charging stations can call the function to query the optimal offer. Also, the buyer can inquire the current lowest sale price, the seller can inquire the current highest buy price to decide to adjust the price, issue limit price, issue market price to trade or withdraw the order to abandon the trade.
• Limit Order
If the buyer/seller decides to modify the quotation or quantity, the function can be called to modify the quotation and quantity and issue a price limit order to the blockchain. From the end of the matching to the end of the P2P transaction stage, the order can be responded to by other charging station users, and the quantity can be traded at a price set by the price limit order until the transaction amount reaches the price set. After the response, the miners will complete the transaction settlement, transfer through the smart contract, and modify the charging rights of both sides during the delivery period. 
•
Reveal Price From the end of the matching to the end of the P2P transaction stage, the uncleared charging stations can call the function to query the optimal offer. Also, the buyer can inquire the current lowest sale price, the seller can inquire the current highest buy price to decide to adjust the price, issue limit price, issue market price to trade or withdraw the order to abandon the trade.
• Limit Order If the buyer/seller decides to modify the quotation or quantity, the function can be called to modify the quotation and quantity and issue a price limit order to the blockchain. From the end of the matching to the end of the P2P transaction stage, the order can be responded to by other charging station users, and the quantity can be traded at a price set by the price limit order until the transaction amount reaches the price set. After the response, the miners will complete the transaction settlement, transfer through the smart contract, and modify the charging rights of both sides during the delivery period.
• Market Order If the buyer/seller decides to trade at the optimal price in the current market, the function is called to input the planned number of transactions. According to the optimal market price, the miner executes the logic of the smart contract function, matching the transactions until the matching is complete, the quotation queue is empty, or the transaction is terminated. At the same time, the miner complete the settlement and transfer, modify the charging rights of both parties and finally update all relevant information.
• Delete Order If the buyer/seller decides to withdraw the order, the function can be called to clear information.
Delivery and settlement stage •
Pay To the Grid According to the updated charging demand, all charging stations call the payment function of the smart contract to pay the grid company at a current standard market price during the delivery period. When the miner confirms the successful transaction transfer, the status variable of the charging station node address is updated to true, and the initial default value is false. •
Market Order
If the buyer/seller decides to trade at the optimal price in the current market, the function is called to input the planned number of transactions. According to the optimal market price, the miner executes the logic of the smart contract function, matching the transactions until the matching is complete, the quotation queue is empty, or the transaction is terminated. At the same time, the miner complete the settlement and transfer, modify the charging rights of both parties and finally update all relevant information.
Delete Order
If the buyer/seller decides to withdraw the order, the function can be called to clear information.
Delivery and settlement stage
• Pay To the Grid According to the updated charging demand, all charging stations call the payment function of the smart contract to pay the grid company at a current standard market price during the delivery period. When the miner confirms the successful transaction transfer, the status variable of the charging station node address is updated to true, and the initial default value is false.
•
Withdraw function
During the specified charging delivery period, the charging station should provide a charging service according to the results of the allocation of charging right. The charging power is fed back from the smart meter to the blockchain trading platform [43] . If the actual charging power is higher than the charging right, the state variable of the node address of the charging station is updated to false. The charging station can call the refund function of the smart contract to apply for the refund of the remaining margin. The miners confirm the application information. If the state variable is false (failing to pay to the power grid or failing to comply with the agreed quota of charging rights), the charging station refuses to pack the transaction into the blockchain and cannot retrieve the deposit. If true, the remaining margin can be recovered.
Examples and Analysis of Planning Results
The Setting of Simulation Parameters
The simulation scenario is set in a DN of 35 kV in Shanghai. The total rated capacity P r of the transformer is 800 kVA, and the number of charging stations is 6. Assuming that the power factor cos φ of the transformer is 0.85, and the efficiency η t is 0.95, the maximum load P max of the transformer can be calculated as 646 kW according to the following formula.
In this section, the exchange rate between Ether and CNY is set to be 1 eth = 1349 yuan, so the exchange rate between ET and Token is 1 eth = 1.349 ×10 5 token. This exchange rate can be modified by the grid company to achieve 1 yuan = 100 token. Specific parameters of the charge station purchasing power price from power grid are shown in Table 4 .
Analysis of Simulation Results
In order to verify the validity of the mechanism, this section presents the allocated charging rights trading contract in Ethereum private-chain and builds a charging rights trading platform under the simulation scenario. The simulation parameters are shown in Table 4 , and the simulation process is shown in Figure 3 . The Ethereum account of each charging station is pre-deposited with 2 × 10 4 token before simulation. Below is a round of charging rights trading from 18:00-18:30. In the charging demand submission stage, each charging station submits the charging demand within 18:30-19:00 and pays the margin. The smart contract initially allocates charging rights for each charging station. The parameters are shown in Table 5 . Table 5 shows that the total charge demand submitted from 18:00-18:05 is 384 kW. Assuming that the conventional load accounts for half of the transformer's maximum load in this period, the remaining maximum charging load is 323 kW. The initial charging right can be calculated according to the charging demand satisfaction rate of each charging station.
In the double auction stage, A, C and F are the bidders of the seller. B, D and E are the bidders of the buyer. Among them, B, C, D and F complete the double auction transaction and settle through the blockchain. The bidding parameter of Ethereum is shown in Table 6 . A's price is too high, and E is too low for the purchase price to match the right trader. After double matching, C still has the charge right of 0.3KW, and then the remaining bidding is transferred to the P2P trading stage to carry out the multilateral transaction. Double auction matching results are shown in Table 7 . A lowered the quotation to 20 token/kW and issued a price limit order. E traded 5.3 kW at market price, while C abandoned trading and withdrew the order. In the P2P trading stage, the trading behavior and final results of A, C, E are shown in Table 8 . According to the charging right of the renewal, each charging station pays the electricity fee in the delivery period. The negative value of the settlement amount represents the expenditure of the charging station, and the positive value represents the income. F charging station fails to recover the remaining margin because the charging power is higher than the charging right quota. The final settlement results between charging stations and power grid are shown in Table 9 . The six charging stations can submit charging demand and charging right quotations to the blockchain through the geth client of Ethereum. Based on the total charge demand, smart contracts (or miners who execute smart contracts) perform the following tasks in an automated, irrevocable manner. Tasks include allocation of charging rights, payment of margin, double matching and settlement, P2P transactions and settlement, real-time renewal of charging rights, grid settlement and margin refund. Blockchain ensures a secure and trusted transaction for charging right. At the same time, digital assets can be traded and settled through blockchains. Taking charging right as an economic incentive of digital assets can promote decentralized decision-making of charging stations, adjust charging demand and maximize benefits. For example, A, C and F independently choose to reduce the expected charging demand and sell the charging right. They obtained 106, 229.7 and 270 token, respectively. B, D and E choose to raise the expected charging demand and buy the charging right to meet the EVs charging demand in the delivery stage and achieve Pareto improvement.
As the number of transmitted messages increases, the communication overhead of the four methods increases linearly. By comparison, the overhead caused by sending the same number of messages is 34.55% of SPRING, 8.03% of IBCPPA and 30.39% of EAAP. Therefore, our method can save at least 63.45%, as shown in Figure 7 . positive value represents the income. F charging station fails to recover the remaining margin because the charging power is higher than the charging right quota. The final settlement results between charging stations and power grid are shown in Table 9 . The six charging stations can submit charging demand and charging right quotations to the blockchain through the geth client of Ethereum. Based on the total charge demand, smart contracts (or miners who execute smart contracts) perform the following tasks in an automated, irrevocable manner. Tasks include allocation of charging rights, payment of margin, double matching and settlement, P2P transactions and settlement, real-time renewal of charging rights, grid settlement and margin refund. Blockchain ensures a secure and trusted transaction for charging right. At the same time, digital assets can be traded and settled through blockchains. Taking charging right as an economic incentive of digital assets can promote decentralized decision-making of charging stations, adjust charging demand and maximize benefits. For example, A, C and F independently choose to reduce the expected charging demand and sell the charging right. They obtained 106, 229.7 and 270 token, respectively. B, D and E choose to raise the expected charging demand and buy the charging right to meet the EVs charging demand in the delivery stage and achieve Pareto improvement.
As the number of transmitted messages increases, the communication overhead of the four methods increases linearly. By comparison, the overhead caused by sending the same number of messages is 34.55% of SPRING, 8.03% of IBCPPA and 30.39% of EAAP. Therefore, our method can save at least 63.45%, as shown in Figure 7 . 
Number of messages
Method of this paper SPRING [15] IBCPPA [16] EAAP [17] The electricity price reached by the smart contract is shown in Figure 8 . The charging station mainly performs ordered charging control during the period of load and electricity price. Smart contracts reduce the price of disorderly charging to get the best return. During the low electricity consumption period, the charging station mainly performs charging control, and the optimized smart contract price is reduced overall; the discharge control is mainly performed during peak hours of load and electricity price, and a higher contract price is reached during the peak load period to obtain the optimum discharge benefits. The grid load curve after the optimal scheduling of the EV under the blockchain technology is shown in Figure 9 . Disordered charging means that the EV immediately charges after reaching the charging station until the desired amount of charge is reached. However, after using the P2P technology of the blockchain, the peak and fluctuation of the load curve are reduced compared to the disordered charging. Blockchain technology can realize the semi-decentralized power trading of EVs and charging stations, ensuring that power transactions do not have a single point of failure, and can also protect user privacy and achieve reliable payment of charging costs.
Finally, this example follows the principle of "overall external constraints, internal autonomous coordination" to optimize the allocation of charging rights, and ensures that the transformer capacity does not exceed the limit while meeting the charging demand. The results show that the power limit of the transformer is 323 kW, and the total charging right is 323 kW. Social welfare is maximized when the capacity of the The charging station mainly performs ordered charging control during the period of load and electricity price. Smart contracts reduce the price of disorderly charging to get the best return. During the low electricity consumption period, the charging station mainly performs charging control, and the optimized smart contract price is reduced overall; the discharge control is mainly performed during peak hours of load and electricity price, and a higher contract price is reached during the peak load period to obtain the optimum discharge benefits. The grid load curve after the optimal scheduling of the EV under the blockchain technology is shown in Figure 9 . The charging station mainly performs ordered charging control during the period of load and electricity price. Smart contracts reduce the price of disorderly charging to get the best return. During the low electricity consumption period, the charging station mainly performs charging control, and the optimized smart contract price is reduced overall; the discharge control is mainly performed during peak hours of load and electricity price, and a higher contract price is reached during the peak load period to obtain the optimum discharge benefits. The grid load curve after the optimal scheduling of the EV under the blockchain technology is shown in Figure 9 . Disordered charging means that the EV immediately charges after reaching the charging station until the desired amount of charge is reached. However, after using the P2P technology of the blockchain, the peak and fluctuation of the load curve are reduced compared to the disordered charging. Blockchain technology can realize the semi-decentralized power trading of EVs and charging stations, ensuring that power transactions do not have a single point of failure, and can also protect user privacy and achieve reliable payment of charging costs.
Finally, this example follows the principle of "overall external constraints, internal autonomous coordination" to optimize the allocation of charging rights, and ensures that the transformer capacity does not exceed the limit while meeting the charging demand. The results show that the power limit of the transformer is 323 kW, and the total charging right is 323 kW. Social welfare is maximized when the capacity of the Disordered charging means that the EV immediately charges after reaching the charging station until the desired amount of charge is reached. However, after using the P2P technology of the blockchain, the peak and fluctuation of the load curve are reduced compared to the disordered charging. Blockchain technology can realize the semi-decentralized power trading of EVs and charging stations, ensuring that power transactions do not have a single point of failure, and can also protect user privacy and achieve reliable payment of charging costs.
Finally, this example follows the principle of "overall external constraints, internal autonomous coordination" to optimize the allocation of charging rights, and ensures that the transformer capacity does not exceed the limit while meeting the charging demand. The results show that the power limit of the transformer is 323 kW, and the total charging right is 323 kW. Social welfare is maximized when the capacity of the transformer is not limited. On the other hand, users who do not comply with the charging quota during the delivery period, such as charging station F, will be subject to financial penalties and cannot obtain the security deposit to maintain the safe operation of the DN.
Conclusions
Distributed energy has gradually become an important source of power generation by virtue of its characteristics of high energy efficiency, flexible operation and economy. The decentralization, openness and transparency of blockchain technology are consistent with the transaction demand of distributed energy. Exploring the blockchain-based distributed transaction mode can help to promote energy integration and reduce credit costs. Based on the Ethereum private-chain, this study designs and tests a trading method for charging right. The simulation results on the private-chain of blockchain show that:
1.
The multilateral trading mechanism of charging rights based on the blockchain can meet the charging demand and the capacity limitation of the transformer.
2.
Through the double auction, the double auction and P2P transaction rules designed make the part of the buyer's quotation no less than the seller's quotation match, and the rest of the quotations are listed in the P2P market to achieve Pareto improvement.
3.
The trading platform based on the blockchain can ensure the transparency and survivability of trading mechanism, the security of settlement among participants, and solve the trust problem among users.
4.
Optimizing the allocation of charging right. The research of blockchain in the field of power energy is still in its infancy.
